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NEPEAMOBA / PREAMBLE

O «Micna3aBTpa» 3apeECTpoBaHa Ta 3/INCHIOE AiSNbHICTb B
YkpaiHi. O6pobka nepcoHanbHMX AaHMX PErytoeETbCS 3aKOHOM
YkpaiHun «[1po 3axXMCT NepcoHanbHUx faHnx» N2 2297-VI (3i
3MiHamu) Ta KoHBeHuieto Pagm €sponn N2 108. Akwio rpaHToBa
yrofa 3 iHO3eMH/M [JOHOPOM BCTaHOBJIIOE AOAATKOBI BUMOTN A0
3axucTy AaHux (3okpema GDPR), BOHM BMKOHYIOTLCS SIK
[0roBipHi 3060B'sA3aHHS 3a BiANOBIAHMM NpoekTOM. Lis MoniTuka
BCTAHOBJIIOE MiHiManbHi cTaHaapTv 36opy, 06pobku, 36epiraHHs

Ta nepegadi NepcoHanbHUX AaHuX Y BCil AisnbHOCTI OpraHisadlii.

NGO AfterTomorrow is registered and operates in Ukraine.
Personal data processing is governed by the Law of Ukraine No.
2297-VI on Personal Data Protection (as amended) and Council
of Europe Convention No. 108. Where a grant agreement with a
foreign donor sets additional data protection requirements
(including the GDPR), these are fulfilled as contractual
obligations under the respective project. This Policy sets the
minimum standards for collecting, processing, storing, and
transferring personal data across all organisational activities.

1. 3ATAJIbHI NMOJIOXKEHHSA ¢ 1. GENERAL PROVISIONS

1.1 Cchepa 3acTocyBaHHS

MoLWMPIOETLCA Ha: BECb NepCcoHasn, BOJIOHTEPIB, NiAPSAHVKIB,
napTHepiB Ta npaeniHHA. OXONAOE BCi NepCcoHanbHi AaHi, Wwo
06pobnsatoTbes OpraHisauieto B 6yab-akomy dopmati —
uncposomMy abo naneposomy.

1.2 Poni Ta BignoBiganbHiCTb

Bonogaineub nepcoHanbHux aaHux: IO «lMicns3asTpa».

BignosiganbHa ocoba 3 MMTaHb 3aXMCTy NEPCOHANbHUX AaHUX:

lonosa npaeniHHA abo npu3HaveHa ocoba. Po3nopsigHmk

NepCcoHanbHUX AaHUX: 6yab-AKUiA NiAPAAHUK abo NapTHep, Lo

06pobnisie AaHi 3a gopydeHHsaM OpraHisdadii, — BMKJIIOYHO Ha

niAcTasi MMCbMOBOro A0roBopy Npo 06pobKy AaHuWX.
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1.1 Scope

Applies to: all staff, volunteers, contractors, partners, and board
members. Covers all personal data processed by the
Organisation in any format — digital or paper.

1.2 Roles & Responsibilities

Personal data owner (controller): NGO AfterTomorrow. Person
responsible for personal data protection: the Chair of the Board
or a designated person. Personal data processor: any contractor
or partner processing data on the Organisation's behalf — solely
under a written data processing agreement.

1.3 Key Definitions
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@ [lepcoHanbHi aaHi — 6yab-sika iHopMauisl, WO CTOCYeTbCS
ineHTMdikoBaHoi i3nyHoi 0cobm abo ocobu, Ky MoXHa
ineHTUdiKyBaTy.

e YyTtnuei aaHi (Ocobnmea KaTeropisa) — aaHi Npo
pacoBe/eTHiYHe MOXOAXEHHS, 340POB'sl, CeKCcyasbHy
OpieHTaLito, penirito, NnepekoHaHHs, 6ioMeTpuYHi AaHi.

e Obpobka — byab-ska onepawis 3 NnepcoHabHUMKN AaHUMMU.
e [opyLleHHs1 aaHnx — Byab-siKe nopyLieHHs 6e3neku, Wo
NPU3BOANTL A0 3HULLEHHS, BTPATK, 3MiHM abo
HeCaHKLiOHOBAHOr0 PO3KPUTTS MepPCOHaNbHUX AaHWX.
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e Personal data — any information relating to an identified or
identifiable natural person.

e Special category data — data revealing racial/ethnic origin,
health, sexual orientation, religion, beliefs, biometric data.

® Processing — any operation on personal data.

e Data breach — any security incident resulting in destruction,
loss, alteration, or unauthorised disclosure of personal data.

2. MPABOBI NIACTABU OBPOBKU « 2. LEGAL BASIS FOR PROCESSING

2.1 Migcraem 06pobku (cT. 11 3Y N2 2297-VI): 3roga cyb'ekTa
nepcoHanbHUX AaHWX; YKIAAEHHS Ta BUKOHAHHS MPaBOUMHY,
CTOPOHOIO SIKOTO € Cy6'ekT AaHMX (TPYAOBi Ta UMBINbHO-NPaBOBI
[IOrOBOpM, Yroam 3 napTHepaMn); BUKOHaHHA 060B'A3Ky
BOJIOAINbLS, NepeabayeHoro 3akoOHOM (kaapoBuit 061K,
noJaTkoBa Ta (piHaHCOBA 3BITHICTb); 3aXMCT XXUTTEBO BaXK/TMBUX
iHTepeciB cy6'ekTa; 3aKOHHMI iHTepec OpraHizaLii, KpiM
BMMNAAKIB, KONW iHTepecn cyb'ekTa nepeBaxatoTb. 2.2 YyTnusi
AaHi (cT. 7 3Y N2 2297-VI): paHi npo 340poB's, eTHiYHe
NMOXOMKEHHS, PeNiriliHi NepekoHaHHs ToLo 06pobnsAlTLCS
JILLIE 3a OAHO3HAYHOI 3roam cyb'ekTa abo B iHLLIMX BMNagkax,
npsiMo nepeabaveHnx cT. 7; Npo 06pobKy AaHMX, WO CTAaHOBUTb
0Co6MBUIA PU3MK, NOBIAOMIAETLCA YNOBHOBaXXeHUIA BPY 3 npaB
noanHm (cT. 9). Bci opmynsapum 360py YyTIMBUX AaHMX MICTSTb
nocunaHHsa Ha uto Monituky Ta ®opmy 3roam (JoaaTtok A).

06pobka nepcoHanbHMX AaHMX B YKpaiHi 3AilCHIOETbCS
BianoBiAHO A0 3akoHy Big 01.06.2010 N2 2297-VI 3i 3MiHaMu.
OCHOBHi BUMOTU:

® peecTpalist 6a3 nepcoHanbHMX AaHUX (SIKLLO BUMAraeTbCs);

® MeTa 06pobKM YiTKO BM3HaYeHa Ta 0bMexeHa;

® TepMiH 36epiraHHsi He NepeBuLLYE HeObXiAHOrO;

® 0cobM MatoTb NPaBO Ha AOCTYM, BUMPAB/EHHS Ta BUAANEHHS.

2.1 Legal bases (Art. 11 of Law No. 2297-VI): consent of the
data subject; conclusion and performance of a transaction to
which the data subject is a party (employment and civil-law
contracts, partner agreements); compliance with a legal
obligation of the data owner (HR records, tax and financial
reporting); protection of the data subject's vital interests;
legitimate interest of the Organisation, except where the data
subject's interests prevail. 2.2 Sensitive data (Art. 7 of Law No.
2297-VI): data on health, ethnic origin, religious beliefs, etc. is
processed only with the data subject's unambiguous consent or
in other cases expressly provided by Art. 7; processing posing a
special risk is notified to the Ukrainian Parliament Commissioner
for Human Rights (Art. 9). All forms collecting sensitive data
reference this Policy and the Consent Form (Annex A).

Processing of personal data in Ukraine follows Law No. 2297-VI
of 01.06.2010 as amended. Key requirements:

e registration of personal data bases (where required);

® purpose clearly defined and limited;

e retention period does not exceed what is necessary;

e individuals have rights of access, correction, and deletion.

3. MPABA CYB'EKTIB 4AHUX + 3. DATA SUBJECT RIGHTS

KoxxHa ocoba, uui aaHi 06pobnsie OpraHisadis, Mae npasa,
BM3HaueHi cT. 8 3Y N2 2297-VI, 30kpeMa: 3HaTK Npo 06pobky
CBOIX JaHWX Ta iXHE MiCLLE3HAXOMKEHHS; OTpUMaTu AOCTYN A0
CBOiX AaHWX Ta iHdopMaLito Npo MeTy 06pobku; BUMaraTu
BWMPAB/IEHHS! HETOUYHMX AAHWX; BUMaraTi BUAANEHHS AaHuX,
AKLLO BOHM 06p0obnstoTECA HE3AKOHHO UM € HEAOCTOBIPHUMMU;
3anepevyBaTi NpoTH 06pobKM; BiAKIMKATKU 3roay B Byab-aKuii
MOMEHT; 3BepTaTuCs 3i ckapramu Ao YnoBHOBa)keHoro BPY 3
npas noavHn abo Jo cyay. 3anuTn NoJakTbCs Ha
welcome@aftertomorrow.org. CTpok Bignosigi: 30 kaneHaapHUx
AHiB (cT. 16—17 3Y N2 2297-VI). Ckapru: YnoBHOBaxxeHui BPY 3
npas noanHn — ombudsman.gov.ua.

Every individual whose data the Organisation processes has the
rights defined by Art. 8 of Law No. 2297-VI, including: to know
about the processing and location of their data; to access their
data and information on the purpose of processing; to demand
rectification of inaccurate data; to demand erasure of data
processed unlawfully or found inaccurate; to object to
processing; to withdraw consent at any time; to lodge
complaints with the Ukrainian Parliament Commissioner for
Human Rights or a court.

Requests: welcome@aftertomorrow.org. Response deadline: 30
calendar days (Arts. 16—17 of Law No. 2297-VI). Complaints:
Ukrainian Parliament Commissioner for Human Rights —
ombudsman.gov.ua.

4. 3AX0AU BE3NEKU OAHUX < 4. DATA SECURITY MEASURES

4.1 TexHiuHi 3axoaun

4.1 Technical Measures



nicnsa”3asTpa

o LlIndpyBaHHa aaHux y cnokoi Ta npu nepeaadi (TLS 1.24).

e [1sochakTopHa aBTeHTUdIKaLIS A5 BCIX KOPNOPaTUBHUX
CUCTEM.

® PerynspHe pe3epBHe KONitOBaHHSA (MiHIMYM LLIOTUMXXHS).
e O6MeXeHMi A0CTYN 3a NPUHLMMNOM MiHIMasibHUX NPUBINEiB.

@ 3axuCT NpPUCTPOIB: aHTUBIPYC, OHoBNeHHS OC, wndpyBaHHS
JOVCKiB.

4.2 OpraHi3auyiiiHi 3axoau

e O60B'I3KOBUI IHCTPYKTaX 3 3aXWUCTY AaHMX NpW NPUIAOMI Ha
poboTy Ta WOopiyHO.

® Yroaa npo KOH®IAEHUIMHICTb MiAMUCYETLCS KOXXHUM YNIEHOM
nepcoHany Ta BOJIOHTEPOM.

e [epeBipka nigpsaaHukis: DPA oo noyaTky 06pobku AaHuX.

e [TanepoBi 3anmcu 36epiraloTbCs Y 3aMKHEHUX Luadax.

e [locTyn A0 NepcoHanbHUX crnpas — nuie ans
YMOBHOBaXKEHUX 0OCib.

after” tomorrow

e Encryption of data at rest and in transit (TLS 1.2+).

e Two-factor authentication for all organisational systems.
e Regular backups (minimum weekly).

® Access restrictions based on least-privilege principle.

e Device protection: antivirus, OS updates, disk encryption.

4.2 Organisational Measures

e Mandatory data protection briefing at onboarding and
annually.

e Confidentiality agreement signed by every staff member and
volunteer.

e Vendor due diligence: DPA required before data processing
begins.

e Paper records kept in locked cabinets.

e Access to personal files restricted to authorised persons only.

5. TEPMIHU 3BEPITAHHA AAHUX < 5. DATA RETENTION SCHEDULE

KaTteropis gaHmx
Data Category

TepMiH 36epiraHHsa
Retention Period

7 POKiB NiCns 3aBepLUeHHs!
NpoeKTy abo 0CTaTO4HOro

3akyniBenbHa Ta diHaHcoBa
nnaTexy A0OHOpa, 3a/IeXHO

[OKyMeHTaUis (3asBky,
npono3uuii, AOroBopu, paxyHku,
aKTn)

Procurement and financial
records (requisitions, bids,
contracts, invoices, completion
acts)

AOBLUE — SKLLO BUMarae
AOHOP

7 years after project
completion or the donor’s

later; longer where donor
rules require

Bifj TOro, WO HACTaE Ni3Hiwe;

final payment, whichever is

Micue 36epiraHHs
Storage Location

NMiacraBa
Basis

XMapHe cxosule + naneposi | [JokymeHTn N2 02, N2 05;

opuriHanm YMOBW IrpaHTiB
Cloud storage + paper Documents No. 02, No. 05;
originals grant terms
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[aHi nepcoHany, BOOHTepIB Ta

y4acHuKiB nporpam

Staff, volunteer and programme

participant data

3anucu npo ckaprm
Complaints records

Safeguarding-iHUnaeHTM
(BKJTIOYHO 3 NOBIAOMAEHHAMU
BMKpMBaYiB woao SEA/CPP)
Safeguarding incident records
(incl. whistleblower reports on
SEA/CPP)

[JoHopcbki 3BiTH
Donor reports

Po3paxyHKoBi BiAOMOCTi 3
onnatu npawi
Payroll statements

5 pokiB nicns 3aBepLueHHs
cnisnpaui abo nporpamu; 3a
rPaHTOBWMM MPOEKTOM — He
MEHLLEe CTPOKY,
BCT@HOBJIEHOIO FPaHTOBOIO
Yrofiolo, SIKLLO BiH AOBLUMM
(ans rpaHTiB EC — sk
npasuno, 5 pokis nicns
OCTaTOYHOro NaaTexy);
KaApoBi AOKYMeHTH (0COb0Bi
CrpaBu, Hakasn 3 0coboBoro
cknaay, ocobosi kapTku -2
TOLLO) 36epiratoTbCs
NPOTSAroM CTPOKIB,
BCTaHOBMEHUX [Nepenikom
TUNOBMX AOKYMEHTIB (Haka3
Min'tocty N2 578/5 Bin
12.04.2012)

5 years after end of
engagement or programme,
for a grant-funded project —
not less than the period set
by the grant agreement
where longer (for EU grants,
typically 5 years after the
final payment); HR records
(personneél files, HR orders,
P-2 personnel cards, etc.)
are retained for the periods
set by the List of Standard
Documents (Order of the
Ministry of Justice No. 578/5
of 12.04.2012)

5 pokiB 3 MOMEHTY 3aKkpuTTS
cnpasu
5 years from case closure

10 pokiB abo A0 AOCArHEHHS
ANTUHOO 28 pokiB — Lo
HacTaHe nisHiwe

10 years or until the child
turns 28, whichever is later

10 pokiB nicns 3aBepLUeHHs
NPOEKTY

10 years after project
completion

75 pokiB
75 years

after” tomorrow

XMapHe cxoBuLLe
(3awmdposaHo)
Cloud storage (encrypted)

XMapHe cxoBuLle
(3awmdpoBaHo), OKpeMO Bia
ocoboBux cnpas

Cloud storage (encrypted),
separate from personnel files

3almdpoBaHUIA PeecTp;
[OCTYn — YNOBHOBaXXeHa
ocoba; Monosa npaBniHHA —
B 06cA3i, noTpibHOMY Ang
YXBaseHHS pilueHHs (KpiM
Crpas LWoAo Hel)

Encrypted register; access —
Safeguarding Officer; Chair
of the Board — to the extent
needed to take a decision
(except for cases concerning
her)

3axuILEHNI apXiB

(umdpoBuii Ta/abo
nanepoBuiA)

Secure archive (digital and/or

paper)

Maneposuii Ta LUMbpPOBUIA
apxis
Paper and digital archive

HokymeHT NQ 13; Tpynose
3aKOHOAABCTBO
Document No. 13;
employment law

[okymeHT N2 07
Document No. 07

HokymeHT N2 06, CPP; ymoBM
rpaHTis €EC

Document No. 06, CPP; EU
grant conditions

JokymeHT N2 10
Document No. 10

3aKOHOAABCTBO YKpaiHK
(neHciiiHe 3a6e3neYeHHs);
OokymeHT N2 02

Ukrainian law (pension
purposes); Document No. 02
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[aHi Be6-canTy (cookies, IP) [o 26 micauiB
Website data (cookies, IP) Up to 26 months
Email-nuctyBaHHs 3 poku

Email correspondence 3 years

MapkeTuHrosi oTo Ta Bigeo
Marketing photos and video

[o BigKnKaHHSA 3roau
Until consent withdrawn

after” tomorrow

MnaTcdopma canty /
aHaniTmka
Site platform / analytics

3aKOHHWIA iHTepec
Legitimate interest

XMapHe cxoBuLle
(3awmdpoBaHo)
Cloud storage (encrypted)

3aKOHHWI iHTepec
Legitimate interest

3axuileHa nanka 3
06MeXeHUM JOCTYMOM; CanT
Ta coumepexi

Protected restricted-access
folder; website and social
media

3ropa cyb’ekTa
Data subject consent

Ls Tabnuus € eanHuM mkepenoM CTpokiB 36epiraHHs ans BCix AoKyMeHTiB OpraHizadii. Y pasi po36iKHOCTi 3 iHLWMM BHYTPILLHIM
JIOKYMEHTOM 3aCTOCOBYETLCS LS Tabnmus. SKILO 3aKOHOAABCTBO BCTAHOB/IOE AOBLLWI CTPOK 36€epiraHHs JOKYMeHTa, 3aCTOCOBYETHCS
CTPpOK, BCTAHOBNEHMI 3akoHOAaBCTBOM./This table is the single source of retention periods for all documents of the Organisation. In
the event of a discrepancy with any other internal document, this table prevails. Where legislation sets a longer retention period for a

document, the statutory period applies.

6. MOBIAOMJIEHHA NPO NMOPYLUEHHA AAHUX ¢ 6. DATA BREACH NOTIFICATION

6.1 BHYTpilWIHA npoueaypa

e HeraitHo nosigoMTe onoBYy NpaBniHHS abo BianoBsiAabHOro
3a 3aXMUCT AaHuX (BNpoAoBX 4 roAvH 3 MOMEHTY BUSIB/IEHHS).
® 3a0KyMEHTYMTE: TUMN AaHKX, KifbKiCTb OCi6, NMOBIpHUMI
pY3WK, BXUTI 3axoau.

e OUiHITb PU3UK: YM € pU3MK ANs NpaB Ta cBoboa oci6?

6.2 lMoBigoMJIEHHA perynsTopiB

YnoBHoBaXkeHWIA BPY 3 npaB /toiMHU: Npo CEPWO3Hi NOpYLUEHHS
3axucTy aaHux OpraHisauis nosigoMnsie 6e3 HeBMnpaBAaHOI
3aTPMMKM (3aKOHOAABCTBO YKpaiHM He BCTAHOBIOE (hiKCOBAHOMO
CTPOKY; BHYTPpILUHil cTaHAapT OpraHizauii — 72 roanHu 3
MOMEHTY BUSIBNEHHS). [JOHOPM: SIKLLO MOPYLUEHHSI CTOCYETHCS
[JaHUX YYaCHWKIB rPaHTOBOro NPOEKTY — MNOBIAOM/EHHS AOHOPA
Y CTPOKW FpaHTOBOI yroam (3a3sunyaii 72 roanHn). Cy6'ekTu
[aHuX: NOBIAOMNSIOTLCS 6€3 3aiiBOI 3aTPUMKU, AKLLO
MOPYLLEHHSI CTBOPIOE BUCOKUIM pU3NK AN1s IXHIX NpaB.

7. NEPEOQAYA AAHUX ¢ 7. DATA TRANSFERS

6.1 Internal Procedure

o Notify Chair of the Board or Data Protection Representative
immediately (within 4 hours of discovery).

e Document: type of data, number of individuals, likely risk,
measures taken.

® Assess risk: is there a risk to rights and freedoms of
individuals?

6.2 Regulatory Notification

Ukrainian Parliament Commissioner for Human Rights: the
Organisation reports serious data breaches without undue delay
(Ukrainian law sets no fixed deadline; the Organisation's internal
standard is 72 hours from discovery). Donors: where a breach
affects data of grant project participants — donor notification
within the grant agreement timelines (typically 72 hours). Data
subjects: notified without undue delay where the breach poses
a high risk to their rights.
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e [lepcoHanbHi AaHi 06pobnsoTbCs Ta 36epiratoTbes B YKpaiHi.
BWKOpPUCTaHHS XMapHUX CEPBICiB, CepBepU SIKUX PO3TaLLOBaHi 3a
kopaoHoM (Google Workspace ToLL0), AONYCKAETbCA NuLLe 3a
HasIBHOCTi AOrOBOPY 3 NOCTa4anbHUKOM MOC/YT, WO MiCTUTb
rapaHTii 3axXuCTy AaHUX.

e [lepefaya NepcoHanbHMX AaHMX iHO3EMHUM Cy6'ekTam
(noHopaM, napTHepaMm, NiapsAHUKAM) 34iNCHIOETLCA BiAMOBIAHO
00 cT. 29 3Y «[po 3axmCT nepcoHanbHmxX AaHnx» NC 2297-VI —
JIMLLIE 3@ OAHIET 3 YMOB: AepXaBa OTpMMyBaya 3abesnevye
HaNEXHWUI 3aXMCT NePCoHaNbHUX AaHUX (AepxxaBu-yneHn EEN
Ta cTopoHu KoHBeHUii Pagn €eponn N2 108 BBaXxkatoTbCs
TaKMMM 3a 3aKOHOM); OAHO3HauYHa 3rofa cyb'ekTa AaHuX Ha
nepegayvy; HeobxigHICTb yknageHHs abo BUKOHAHHS NpaBoYMHY
B iHTepecax cyb'ekTa AaHMX; 3aXMCT XXUTTEBO BaXKIMBUX
iHTepeciB cy6'ekTa; HafaHHs BiANOBIAHMX rapaHTiii Woao
HeBTPYyYaHHs B 0COBUCTE XUTTS Y AOroBOPI 3 OTPUMYBAYeEM.

e /loHopaM nepeaaceTbCsl BUKITIOYHO 3HeocobneHa (arperoBaHa)
3BITHICTb. [epcoHanbHi AaHi y4aCHUKIB NepeaatoTbCs JOHOPY
NvLle 3a SIBHOIO 3roAoto cyb'ekTa Ta 3a 4OroBOPOM, L0 MICTUTb
rapaHTii 3axucTy.

® SKLIO rpaHToBa yroAa 3 AOHOPOM BUMarae AoTpuMaHHs GDPR
a60 iHLWKMX IHO3EMHMX CTaHAaPTIB 3aXMCTy AaHUX — BiAMNOBiAHI
BMMOTWN BUKOHYIOTbCS IK AOrOBipHi 3060B'A3aHHS 3a
KOHKPETHUM IPaHTOM i He 3MiHIOKTb 3arasibHOro0 NPaBoOBOro
peXxxuMmy Liei Monituku.

e KoxxHa nepefava nepcoHasibHUX AaHUX 3@ KOPAOH
[OKYMEHTYETbLCS Y PEECTPi 06p0obKM AaHMX.

8. AAHI AITENA « 8. CHILDREN'S DATA

after” tomorrow

e Personal data is processed and stored in Ukraine. Cloud

services with servers located abroad (Google Workspace, etc.)
may be used only under a service agreement containing data

protection safeguards.

e Transfer of personal data to foreign parties (donors, partners,
contractors) is carried out in accordance with Art. 29 of the Law
of Ukraine No. 2297-VI on Personal Data Protection — only
where one of the following applies: the recipient state ensures
adequate personal data protection (EEA member states and
parties to Council of Europe Convention No. 108 are deemed
adequate by law); the data subject's unambiguous consent to
the transfer; the transfer is necessary to conclude or perform a
transaction in the data subject's interest; protection of the data
subject's vital interests; appropriate contractual safeguards of
non-interference with private life are provided by the recipient.

e Donors receive anonymised (aggregated) reporting only.
Participants' personal data is transferred to a donor only with
the data subject's explicit consent and under an agreement that
includes protective safeguards.

e Where a grant agreement requires compliance with the GDPR
or other foreign data protection standards, such requirements
are fulfilled as contractual obligations under the specific grant
and do not alter the general legal regime of this Policy.

e Every cross-border transfer of personal data is documented in
the records of processing activities.

O6pobka aaHux ocib, monoawmx 18 pokis, NnoTpebye:

® N1McbMOBOI 3roam b6atbkiB/onikyHiB (Popma 3roam, JoaaTok
B);

® MiHiManbHOro 36opy AaHnmx — nuwe HeobxigHa iHdopmMauis;
® 06MEeXEHOro AoCTyny — JiMwe YroBHOBAXXEHWUI NepCoHar;
® 0co6nNMBOro pexxuMy 36epiraHHs Ta BUAANIEHHS.

36epiraHHs (hoTo/Bineo AiTeN: TiNbKK 3a ABHOI 3roau i
BMKJTIOUYHO A/151 3310KYMEHTOBaHMX LiNelt nporpamu.
MocunanHs: JokymeHT N2 06a (JonaTtok B — ®opma
6aTbKIBCbKOI 3roam).

Processing data of persons under 18 years requires:

e written consent of parent/guardian (Consent Form, Annex B);
e data minimisation — only necessary information;

e restricted access — authorised staff only;

e special retention and deletion regime.

Photography/video of children: only with explicit consent and for
documented programme purposes only. Reference: Document
06a (Annex C — Parental Consent Form).

9. HABYAHHSA TA BIANOBIAAJIBHICTDb ¢ 9. TRAINING & ACCOUNTABILITY

® [HCTpYKTaX< Npu NpuioMi Ha poboTy: 060B'A3KOBUI ANs BCiX.
o |llopiyHe OHOBMEHHS: KOXXHOrO BEPECHS.

® [lepeBipKa 3HaHb: NiCNsg HaBYaHHSA — TecT abo
NiATBEPAXKEHHS.

e [lokyMeHTaLis: )XypHan HaBYaHb BeAeTbCs BiANOBiAabHMM 3a
3aXUCT AaHWX.

o [lopyweHHs ui€i MoniTukK: aucumniiHapHa BiANOBIAANbLHICTb
BianoBsigHo Ao [lokymeHTa N2 03.

e Onboarding briefing: mandatory for all.

e Annual refresh: each September.

e Knowledge check: post-training test or acknowledgement.
e Documentation: training log maintained by Data Protection
Representative.

e Breach of this Policy: disciplinary action per Document 03.
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AOAATOK A: ®OPMA IH®GOPMOBAHOI 3rofin (YYACHMUKUN NPOrPAM) « ANNEX A: INFORMED

CONSENT FORM (PROGRAMME PARTICIPANTS)

MNIB / im'a (a6o nceBAOHIM):

[aTta HapoaKeHHS:

KoHTakTHMI TenedoH / email:

Hasea nporpamm / 3axopay:

[Oara / micue:
1 Haparo 3roay Ha:

O 36ip Ta 06p0o6Ky MOIX NEPCOHaNBbHUX AaHUX 3 METOH yyacTi B
nporpami.

O BukopucTaHHsi 3Heocob1eHUX JdaHuX A1 3BITHOCTI Ta aHanisy
nporpamm.

O ®doTorpadpyBaHHs / Bifeo3inomMky nig yac 3axony (SKLWo0 3aCTOCOBHO).

O Mepepgayvy faHux napTHepam / foHopam (nvwe ans uinei
nporpamm).

Sl po3ymito, WWo:

e Moi gaHi 36epiraloTbcs y 6e3neyHmx yMoBax Ta He
nepegalTbCa TPeTiM ocobam 6e3 niactasu.

® S MOXY BiAKNMKaTV 3rogy B 6yAb-SKUIA MOMEHT, HanWCaBLLM
Ha welcome@aftertomorrow.org.

® BigknukaHHA He BMNMBAE Ha MOKO y4acTb Y Nporpami.

e CTpok 36epiraHHs: 5 pokiB nicns 3aBepLieHHs nporpamm abo
[OBLUe, SKLO LUbOro BMMarae rpaHToBa yroaa.

Mianuc yyacHuka:

Aara:

Full name / name (or alias):

Date of birth:

Contact phone / email:

Programme / activity name:

Date / location:
I consent to:

O Collection and processing of my personal data for the purpose of
programme participation.

O Use of anonymised data for programme reporting and analysis.

O Photography / video recording during the activity (if applicable).

O Transfer of data to partners / donors (for programme purposes only).

I understand that:

e My data is stored securely and not shared with third parties
without grounds.

e I can withdraw consent at any time by writing to
welcome@aftertomorrow.org.

e Withdrawal does not affect my participation in the
programme.

e Retention period: 5 years after programme completion or
longer where the grant agreement requires.

Participant signature:

Date:
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AOAATOK B: ®OPMA BATbKIBCbKOI 3roau HA OGPOBKY JJAHUX AUTUHU - ANNEX B: PARENTAL

CONSENT FORM FOR CHILD DATA

NIb anTnHNM: Child's full name:

[aTa HapoKeHHs AUTUHM: Child's date of birth:

MIb 6aTbka/maTepi/onikyHa: Parent/guardian full name:

KoHTakTHui TenedoH / email: Contact phone / email:

BigHOLIEHHA A0 AUTUHMU: Relationship to child:

HasBa nporpamu: Programme name:

Al Haparo [o3Bis Ha: I give permission for:

O 36ip Ta 06p06Ky AaHUX AUTUHU 471 y4acTi B Nporpami. O Collection and processing of the child's data for programme
participation.

O doTorpadhyBaHHs / Biaeo3inomMKy AMTUHYM Mif vyac 3axogy. O Photography / video recording of the child during the activity.

O Mepegayy fAaHWX AUTUHW NapTHepaMm / AOHOpaM y 3HEOCO6/1eHOMY O Transfer of the child's anonymised data to partners / donors.

BUrNAAI.

Mipnuc 6aTbka/MaTepi/onikyHa: Parent/guardian signature:

Aara: Date:
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AOAATOK B: MOBIAOMJIEHHA NMPO NOPYLUEHHA AAHUX (BHYTPILUHA ®OPMA) « ANNEX C: DATA

BREACH NOTIFICATION FORM (INTERNAL)

[laTta Ta yac BUSIBJIEHHA:

XT10 Busisus (MIb / nocapa):

Tvn gaHux, WO nocrpa)kaanu:

KinbkicTb nocrpa)kxaanmx ocié (npubnusHo):

Onwuc nopyweHHs / Description of breach:

BxuTi 3axoam (HeraiiHo) / Immediate action taken:

PiBeHb pu3ukKy (ouiHka)

O Hu3bkuiA — masia AMOBIPHICTb LLKOAW.

O CepepgHili — MOXMBWiA BNIUB, a/l€ HE KPUTUYHWIA.

O Bucokuii — cepito3Ha NMOBIPHICTb LLIKOAN ab0 BENUKNIA 06CAT AaHUX.

Aii, wo BuMararoTbca

O MoBigomneHHsA nocTpaxaanux ocib.
O MoBifomAeHHs yKpaiHCbKOro perynsropa.
O JokymeHTyBaHHA y PeecTpi iHUMAEHTIB.

NMignuc BignoBiganbHOro 3a 3axXnUCT AaHUX:

Aara:

Hacryrinmi neperngg: 5 xoBtHs 2027 (360 parilwe y pasi 3MiH y
3aKOHOAABCTBI)

Date and time of discovery:
Discovered by (name / role):
Type of data affected:

Approximate number of individuals affected:

Risk Level (assessment)

O Low — low likelihood of harm.

O Medium — possible impact, not critical.

O High — serious likelihood of harm or large volume of data.

Required Actions

O Notify affected individuals.
O Notify Ukrainian regulator.
O Document in Incident Log.

Data Protection Representative signature:

Date:

Next review. 5 October 2027 (or earlier if legislation changes)

[okKyMmeHT nignucaHo y cepiici BuacHo (noyaTok)
08 Data Protection Policy.pdf



[oKyMeHT nignucaHo y cepiici BuacHo (NpofoB)XeHHS)
08 Data Protection Policy.pdf

[okymeHT BignpaeneHo (3081315900): 19:24 05.10.2026
[okymeHT oTpumaHo (3081315900): 19:24 05.10.2026

BignpaBHUK fOKYMEHTY

EnekTpoHHuMiA nignuc

19:24 05.10.2026

€0PNOY/IMNH: 39744839

lOp. HasBa: TPOMALCbBKA OPIAHI3ALIA "MICIA3ABTPA"
BnacHuk kntoya: Py6ic IpuHa BonogumupisHa

Yac nepesipku KEM/ELIM: 19:24 05.10.2026

Cratyc nepeBipku ceptudikaty: Ceptudikar gie

CepiitHuii Homep: 04AF212836405D9904000000D8A92D00D1AFEB0O
Tvn nignucy: yaocKoHaneHum

Tun cepTudikaTy: KBanidikoBaHun



