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BCTYMN / INTRODUCTION

IO «Micns3aBTpa» — rpoMajcbka opraHisauis, 3apeecTpoBaHa B
YKpaiHi. M1 3aXMLIAEMO KOHMIAEHLIMHICTb BallMX NEPCOHANBbHUX
OaHUX BianoBiAHO A0 3akoHy YKpaiHu «[1po 3axucT
nepcoHanbHUX aaHmx» N2 2297-VI. Lle MoBigoMneHHs NOSICHIOE,
AKi 1aHi MM 36MPAEMO, 3 SIKOKO METOI, Ha AIKi MpaBoBilA NiAcTaBi
— i SKi y Bac € npasa. Bonoaineub nepcoHanbHux aaHux: 'O
«MMicnssaBTpa». 3 NUTaHb 3aXUCTY AaHWX 3BepTanTecs Ao
lonoeu npaeniHHS: i.rubis@aftertomorrow.org.

1. XTOMU + 1. WHO WE ARE

NGO AfterTomorrow is a hon-governmental organisation
registered in Ukraine. We protect the confidentiality of your
personal data in accordance with the Law of Ukraine No. 2297-
VI on Personal Data Protection. This Notice explains what data
we collect, for what purpose, on what legal basis — and what
rights you have. Personal data owner: NGO AfterTomorrow. For
data protection matters, contact the Chair of the
Board:i.rubis@aftertomorrow.org

Bonogineub gaHnx: MO «Micns3aetpa» / NGO AfterTomorrow.
i.rubis@aftertomorrow.org. BignosiganbHa ocoba 3 NuTaHb
3aXUCTy NEPCOHaNbHMUX AaHUX — FonoBa npasniHHg (cT. 24 3Y
NQ 2297-VI). 3 nuTaHb 3aXUCTy JaHWUX 3BepTalTech A0 008K
npasBniHHS.

2. AKI AAHI MU 3BUPAEMO

Data Controller: NGO AfterTomorrow. Contact:
i.rubis@aftertomorrow.org. The person responsible for personal
data protection is the Chair of the Board (Art. 24 of Law No.
2297-VI). For data protection matters, contact the Chair of the
Board.

e 2. WHAT DATA WE COLLECT

2.1 YyacHuku nporpam T1a 6eHedpiuiapm

e IM'q Ta KOHTaKTHi AaHi (TenedoH, email) — ans 38'a3ky Ta
peecTpadlii.
e [lemorpadiyuHi aaHi (Bik, CTaTb, CTaTyC NnepemilleHoi ocobn) —
[Nl MOHITOPUHIY OXOMJIEHHS NpOrpam.
e [laHi npo noTpebu Ta BpasnuBICTb (3a AOPEYHOCTI) — ans
ajanTauii nigTpuMKu.
o OOTO Ta BiA€O — BUKITOYHO 3a HassBHOCTiI MMCbMOBOI 3roan (—
dopma 3roan, dokymeHT Ne 08, [logaTok A).
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2.1 Programme Participants & Beneficiaries

e Name and contact details (phone, email) — for
communication and registration.

e Demographic data (age, gender, displaced person status) —
for programme reach monitoring.

e Data on needs and vulnerability (where relevant) — for
tailoring support.

® Photos and videos — only with written consent (- Consent

Form, Document No. 08, Annex A).

2.2 Staff, Volunteers, Contractors
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e KoHTakTHa iHopMauia Ta aaHi goroBopy — Ans
aAMiHiCTpYBaHHS TPyAOBUX/LMBINbHMX BiAHOCUH.

® BaHKIBCbKi pEKBI3UTN — BUKJIIOYHO A5 BUNIATX BUHAropoam
Ta onsaT1 3a AOroBopamu.

e [laHi npo kBanidikauito Ta Aocsia — Ansa nigbopy Ta OuiHKMU.
e Emergency contact — 3a 6a)xaHHsIM ocobu.

e [NoctauanbHukn (OOIM, NpeaCTaBHUKM Ta KiHLEBI
6eHediuiapHi BnacHUkM topuanyHmx oci6): MIb, PHOKIMN,
peecTpaLiiiHi AaHi — ANns NepeBipky NocTavanbHUKIB,
CaHKLiMHOrO CKPUHIHIY Ta BUKOHaHHSI JOrOBOpIB.

2.3 BipsigyBaui caiiTy Ta NiANNCHUKN KOMYHiKaLii

e IP-apecu Ta AaHi cookies — yepes aHaniTMKy canTy (KO €;
3a HasiBHOCTI okpeMma Cookie Policy).

e Email-agpeca — akwo ocoba NianmcyeTbcs Ha po3cusiky abo
HaACWNAE 3anuT.
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e Contact information and contract data — for administration of
employment/civil relations.

® Bank details — solely for payment of remuneration and
payments under contracts.

e Qualification and experience data — for selection and
evaluation.

e Emergency contact — at the person's discretion.

e Suppliers (sole traders, representatives and ultimate benéeficial
owners of legal entities): name, tax number, registration data —
for supplier vetting, sanctions screening and contract
performance.

2.3 Website Visitors & Communication Subscribers

e IP addresses and cookie data — via website analytics (if
applicable; a separate Cookie Policy applies where relevant).
e Email address — if a person subscribes to the mailing list or
sends an enquiry.

3. MPABOBA NIACTABA OBPOBKHM ¢ 3. LEGAL BASIS FOR PROCESSING

® My 06pobnsieMo gaHi Ha nigcraBax, BU3HaveHux cT. 11 3Y N2
2297-VI: BUKOHaHHSA AOrOBOPY — AaHi nepcoHany Ta
niapsiAHMKIB; BUKOHAHHS 060B'A3KY, NnepeabayeHoro 3akoHOM,
— KaapoBa, noaaTkoBa Ta (hiHaHCOBa 3BiTHICTb 40 OpraHiB
Ykpainu; 3roga — ¢oTo/Biaeo, email-poscusika, nepcoHanbHi
icTopil; 3aKOHHWUI iHTEpeC — YNpaB/iHCbKa 3BITHICTb,
KOMYHiKaLjisi 3 NapTHepPaMm; 3aXMCT XUTTEBO BaXKIMBUX
iHTepeciB — y Haa3BMYalHMX cUTyauisx. YyTnumei aaHi (ctaH
300pOoB'sl, BPa3/MBICTb) 06pobst0TbCA NMLLE 3@ OAHO3HAYHOKD
3rogoto (cT. 7 3Y N2 2297-VI).

e We process data on the grounds defined by Art. 11 of Law
No. 2297-VI: performance of a contract — staff and contractor
data; compliance with a legal obligation — HR, tax and financial
reporting to Ukrainian authorities; consent — photos/video,
email newsletters, personal stories; legitimate interest —
management reporting, communication with partners;
protection of vital interests — in emergencies. Sensitive data
(health status, vulnerability) is processed only with
unambiguous consent (Art. 7 of Law No. 2297-VI).

4. AK MU 3AXULLIAEMO BALUI AAHI - 4. HOW WE PROTECT YOUR DATA

® [locTyn A0 NepCcOoHabHMX AaHMX MatoTb IULLE 0Cobu, SKUM Le
HeobXiaHO ANs BUKOHAHHS iXHIX (YHKUN.

® [laHi 36epiratoTbCs Y 3aXMULLEHMX CUCTEMAX i3 KOHTPOJEM
[JOCTyny Ta pe3epBHUM KOMitOBAHHSM.

® [lanepoBi AOKYMEHTW 3 MEPCOHANIbHUMK AaHMMK 36epiraloTbCs
Y 3aMKHEHOMY MicLi.

® BCi UneHn KoMaHaW NPOXOASATb IHCTPYKTaX 3 3aXUCTY AaHUX
nig Yac oH6OpANHTY.

e [leTani TEXHIYHMX i OpraHi3aLiMHMX 3axoaiB — Y
BHYTpiWHbOMY [JokyMeHTi N2 08.

® Access to personal data is restricted to those who need it to
perform their functions.

e Data is stored in secure systems with access controls and
regular backups.

e Paper documents containing personal data are kept in a
locked location.

e All team members receive data protection briefing during
onboarding.

e Details of technical and organisational measures are set out in
internal Document No. 08.

5. CKIJIbKN YACY MU 3BEPITAEMO AAHI + 5. HOW LONG WE KEEP YOUR DATA

KaTteropis
Category

CTpok 36epiraHHsa
Retention period

MiacraBa
Basis

5 pokiB nicns 3aBepLueHHs nporpamu abo

[OoBLIE, AKLO LbOro BUMara€ rpaHToBa

[aHi yyacHukis nporpam
Programme participant data

yroga

requires

5 years after programme completion or
longer where the grant agreement

[OoHOPCBbKi BUMOTW; BHYTPILLIHSA
nonitTuka
Donor requirements; internal policy
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5 pokiB nicns 3aBepLueHHs cnisnpadi abo
[0BLUE, KO LbOr0 BUMarae rpaHToBa
yroaa; Kagposi JOKYMEHTU — MpOTSArom
[aHi nepcoHany Ta BONOHTEPIB CTPOKiB, BCTAHOB/IEHMX 3aKOHOAABCTBOM
Staff & volunteer data 5 years after end of engagement or
longer where the grant agreement
requires; HR records — for the perfods

MpaBoBa BUMOra; BHYTPILLHS
nonitTuka
Legal obligation, internal policy

set by law
Po3paxyHKOoBi BiAOMOCTi 3 onnaTu npawi 75 boKiB 3aKoHOMABCTBO YKpaiHu (NeHCiliHe
(nepcoHan) 75 pears 3abe3neyeHHs)
Payroll statements (staff) 4 Ukrainian law (pension purposes)
3anucu npo ckaprm 5 poKiB 3 MOMEHTY 3aKpuTTS Cripasu CTpOoK MO30BHOI AABHOCTI
Complaints records 5 years from case closure Limitation period

10 pokiB abo 10 AOCArHEHHS AUTMHOW 28

3anucu npo safeguarding-iHunaeHTH pOKiB — LU0 HacTaHe nisHiwe 3axucT AiTein; yMmoBu rpaHTiB €EC

Safeguarding incident records 10 years or until the child turns 28, Child protection, EU grant conditions
whichever is later

Email-nucTyBaHHs 3 poKku 3aKOHHWIA iHTepec

Email correspondence 3 years Legitimate interest

[aHi caiity (cookies, IP) [o 26 micsauis 3aKOHHWIA iHTepec

Website data (cookies, IP) Up to 26 months Legitimate interest

®oT0 Ta Bigeo (MapKETUHI) [o BiagKnMKaHHSA 3roam 3rona

Marketing photos & video Until consent withdrawn Consent

CTpokw BignoBigatoTb Tabnuui peTeHuii BHYTpiWHbOI MonitTnkn 3axmucty gaHux (JokymeHT N2 08, po3ain 5). Micns 3akiHY4eHHs CTpOKy
[aHi 3HULLYI0TbCS abo 3HEOCOBNIOIOTLCS, KPIM AOKYMEHTIB, ANt IKMX 3aKOHOAABCTBO BCTAHOBJIHOE AOBLUNIA CTPOK 36epiraHHs.

These periods follow the retention schedule of the internal Data Protection Policy (Document No. 08, Section 5). Upon expiry, data is

destroyed or anonymised, except for documents for which legislation sets a longer retention period.
6. BALUI NMPABA ¢ 6. YOUR RIGHTS

BignosiaHo o cT. 8 3Y N2 2297-VI B MaEeTe NpaBo: 3HATK Npo Under Art. 8 of Law No. 2297-VI you have the right to: know

06p0o6Ky BalwMx AaHMX; OTPUMATK AOCTYMN A0 CBOIX AAHUX i about the processing of your data; access your data and receive
KOMito; BUMaraTu BUMNPaBIEHHS HETOYHUX AAHUX; BUMaraTtu a copy; demand rectification of inaccurate data; demand
BMAANEHHS AaHuWX, WO 06pobnstoTbCs HE3aKOHHO; erasure of unlawfully processed data; object to processing;

3anepeyvyBaTi NpoTy 06pobKK; BiAKIMKATK 3rofly B 6yab-KuUM withdraw consent at any time (without retroactive effect); apply
MOMeHT (6€3 3BOpOTHOI C1in); 3BepHYTMCS A0 YnoBHoBaxkeHoro  to the Ukrainian Parliament Commissioner for Human Rights or

BPY 3 npaB ntoavHu abo o cyay. Ana peanisadii npas nuwitb: a court. To exercise your rights, write to:
welcome@aftertomorrow.org. Ctpok Bignosigi: 30 kaneHaapHux  welcome@aftertomorrow.org. . Response deadline: 30 calendar
[HiB. days.

7. NEPEAAYA OAHUX TPETIM OCOBAM e+ 7. DATA SHARING & TRANSFERS
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Mwu He NpoAaEMO Ta He nepeaaEMo Balli AaHi TpeTiM ocobaM y
KOMEPUIMHUX Uinax. O6MiH JaHUMK BiaBYBa€ETLCS NULLE Y TaKUX
BMMagKax:

® [lapTHepCbKi opraHisauii — B paMKax CrifibHUX Nporpam, 3a
YMOBW NignucaHHs yroam npo o6pobky aaHmx (DPA).

e [loHopn — 3BeaeHa 3HeocobneHa 3BiTHICTb (6e3
nepcoHanbHUX aaHux 6e3 sroam).

e OpraHv Bnagy — 3a 3aKOHOAABYO0 BUMOIOL0 abo pilLeHHAM
cyny.

e [ToctavansHuku nocnyr (IT, 6yxranTtepis) — 3a yrogoto npo
06pobKy AaHMX.

e [Nepenaya gaHux 3a mexi YkpaiHn — BignosigHo o ct. 29 3Y
Ne 2297-VI: oo Aepxas 3 HANEXHUM piBHEM 3aXUCTY, 3a 3rof0H0
cy6'ekta abo 3a JOroBOPOM 3 rapaHTisIMK 3aXUCTY.

8. CKAPTM + 8. COMPLAINTS
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We do not sell or transfer your data to third parties for
commercial purposes. Data sharing occurs only in the following
cases:

e Partner organisations — within joint programmes, subject to a
signed Data Processing Agreement (DPA).

e Donors — aggregated anonymised reporting only (no personal
data without consent).

e Authorities — as required by law or court order.

e Service providers (IT, accounting) — under a Data Processing
Agreement.

eTransfers of data outside Ukraine — in accordance with Art. 29
of Law No. 2297-VI: to states ensuring adequate protection, with
the data subject's consent, or under an agreement containing
protection safeguards.

SIKLIO BM BBaXAETe, LLO BalLi NpaBa NopyLleHi — 3BEpHITbCA
cnoyaTky [0 Hac: welcome@aftertomorrow.org.

Bu TakoX Ma€eTe NpaBo 3BEPHYTUCS A0 YNOBHOBAXXEHOMO
BepxoBHoi Pagu Ykpainu 3 npas ntoguHu (ombudsman.gov.ua)
abo no cyay.

If you believe your rights have been infringed, please contact us
first: welcome@aftertomorrow.org.

You also have the right to apply to the Ukrainian Parliament
Commissioner for Human Rights (ombudsman.gov.ua) or to a
court

9. OHOBJIEHHSA LIbOIro NOBIAOMJIEHHSA < 9. UPDATES TO THIS NOTICE

Lle MoBigoMneHHs nepernsiaaeTbes WopoKy abo 3a notpebu — vy
pasi 3MiH y 3aKOHOAaBCTBI abo npakTuLi 06pobku faHMX.
AKTyanbHa BepCisl 3aBXAN AOCTYMHA Ha CaiiTi Ta 3a 3anuToM.
[lata OCTaHHbOIro OHOBJIEHHS: 5 »OBTHS1 2026.

[utarHsa: i.rubis@aftertomorrow.org

This Notice is reviewed annually or as needed — following
changes in legislation or data processing practice. The current
version is always available on the website and on request. Last
updated: 5 October 2026.

Questions: i.rubis@aftertomorrow.org

[okKyMmeHT nignucaHo y cepiici BuacHo (noyaTok)
11 Privacy Notice.pdf



[oKyMeHT nignucaHo y cepiici BuacHo (NpofoB)XeHHS)
11 Privacy Notice.pdf

[okymeHT BignpaeneHo (3081315900): 19:25 05.10.2026
[okymeHT oTpumaHo (3081315900): 19:25 05.10.2026

BignpaBHUK fOKYMEHTY

EnekTpoHHuMiA nignuc

19:25 05.10.2026

€0PNOY/IMNH: 39744839

lOp. HasBa: TPOMALCbBKA OPIAHI3ALIA "MICIA3ABTPA"
BnacHuk kntoya: Py6ic IpuHa BonogumupisHa

Yac nepeBipku KEM/ELM: 19:25 05.10.2026

Cratyc nepeBipku ceptudikaty: Ceptudikar gie

CepiitHuii Homep: 04AF212836405D9904000000D8A92D00D1AFEB0O
Tvn nignucy: yaocKoHaneHum

Tun cepTudikaTy: KBanidikoBaHun



